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First Login to a Device

About This Chapter

To enter the CLI of a new device to perform basic configuration, you must log in
to the device for the first time through a console port or mini USB port.
8.1 Overview of the First Login

8.2 Licensing Requirements and Limitations for the First Login
This section provides the licensing requirements and limitations for logging in to a
device for the first time.

8.3 Logging In to a Device

8.4 Basic Configuration on a Device at the First Login (Console Port or Mini USB
Port)

8.5 Configuration Examples for Logging In to a Device for the First Time

8.1 Overview of the First Login

This section describes login modes supported by the device when you log in for
the first time and the corresponding basic configuration.

To configure a new device, log in to the device first. A device supports first login
through the console port or the mini USB port.

The main control unit of a device provides a console port and a mini USB port. To
configure a device, connect the user terminal serial port to the device console port
or connect the user terminal USB port to the mini USB port of the device.

After login, configure the system time, device name, management IP address, and
user level and authentication mode for Telnet users to facilitate subsequent
configuration.
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(11 NOTE

e Before logging in to the device using the mini USB port, install the mini USB port driver
on the user terminal.

To obtain the mini USB driver, visit https://support.huawei.com/enterprise and select
AR_MiniUSB_driver to download. The mini USB driver supports only Windows XP,
Windows Vista, and Windows 7 operating systems.

e When both the mini USB port and console port are connected to the user terminal, only
the mini USB port can be used for login.

8.2 Licensing Requirements and Limitations for the
First Login
This section provides the licensing requirements and limitations for logging in to a
device for the first time.
Involved Network Elements

None

Licensing Requirements
Logging in to a device for the first time is a basic feature of a router and is not
under license control.

Feature Limitations

None

8.3 Logging In to a Device

8.3.1 Logging In to a Device for the First Time Through a
Console Port

You can log in to a device that is being powered on for the first time through a

console port from a PC. After that, you can perform basic configuration on the
device and manage the device.

Pre-configuration Tasks

Before logging in to the device through the console port, complete the following
tasks:
e  Power on the device properly.

e  Prepare the console cable (delivered with AR2204E-D&AR2204E-
D-27GE&AR2220E&AR2240&AR2240C&AR3200&AR3600 series)

e Install the terminal emulation software on the PC.
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(11 NOTE

You can use the self-contained terminal emulation software of the operating system (such
as PuTTY) on your PC. If the operating system does not provide terminal emulation
software, use third-party terminal emulation software. For details, see the software user

guide or online help.

Default Settings

Table 8-1 Default settings for the console port

Parameter Default Setting
Baud rate 9600 bit/s

Flow control None

Parity None

Stop bits 1

Data bits 8

Procedure

Step 1 Connect the DB9 female connector of the console cable to the COM port on the
PC, and connect the RJ45 connector to the console port on the device, as shown in

Figure 8-1.

Figure 8-1 Connecting to the device through the console port

Step 2 Start the terminal emulation software on the PC. Create a connection, select the
connected port, and set communication parameters. (This section uses the third-

party software PUTTY as an example.)

1. Click = to establish a connection, as shown in Figure 8-2.
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Figure 8-2 Establishing a connection
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2. Set the connected port and communication parameters, as shown in Figure
8-3.

Select the connected port based on actual situations. For example, you can
view port information in Device Manager in the Windows operating system,
and select the connected port.

Communication parameters of the terminal emulation software must be
consistent with the default attribute settings of the console user interface on
the device, which are 9600 bit/s baud rate, 8 data bits, 1 stop bit, no parity
check, and no flow control.

(1 NOTE

By default, no flow control mode is configured on the device. Because RTS/CTS is
selected in the software by default, you need to deselect RTS/CTS; otherwise, you
cannot enter commands.

If you modify the serial port communication parameters on the device, you must make
the same modifications on the PC and then create a connection again.
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Figure 8-3 Setting the connected port and communication parameters
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Step 3 Click Connect. The following information is displayed. Enter the password. The
default username and password are available in AR Router Default Usernames
and Passwords (Enterprise Network or Carrier). If you have not obtained the
access permission of the document, see Help on the website to find out how to
obtain it.

Login authentication

Username:admin

Password:

<Huawei>

Info: The entered password is the same as the default. You are advised to change
it to ensure security.
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(11 NOTE

e The password entered in interactive mode is not displayed on the screen.

e You are advised to change the password after login and update the password regularly
to ensure security.

e If the configuration file contains a plain-text password or the entered password is an
encryption password with low security, the system displays the message "There are
security risks in the configuration file. You are advised to save the configuration
immediately. If you choose to save, the current configuration file will be unavailable
after version downgrade. Are you sure to save now?[y/n]:" when you log in to the
device.

- If you need to save the current configuration, enter y and press Enter.

- If you do not need to save the current configuration, enter n and press Enter. It is
recommended that you enter y.

e When you connect to a new or unconfigured device through a console port, the
following information is displayed:

Auto-Config is working. Before configuring the device, stop Auto-Config. If you perform
configurations when Auto-Config is running, the DHCP, routing, DNS, and VTY
configurations will be lost. Do you want to stop Auto-Config? [y/n]:

- To continue Auto-Config, enter n and press Enter.

- To stop Auto-Config, enter y and press Enter.

You can run commands to configure the device. Enter a question mark (?)
whenever you need help.

--—-End

8.3.2 Logging In to a Device for the First Time Through a Mini

USB Port

If no console port is available on your PC, you can use a mini USB cable to
connect a USB port on the PC to the mini USB port of a device that is being
powered on for the first time. After that, you can perform basic configuration on

the

device and manage the device.

Pre-configuration Tasks

Before logging in to a device through the mini USB port, complete the following

tasks:
e  Power on the device.
e  Prepare a mini USB cable. (You can use type-B mini USB cable, which is not
delivered with the device.)
e OObtain the mini USB driver that is compatible with the PC's operating
system. Install the mini USB driver on the PC.
L] NOTE
To obtain the mini USB driver, visit https://support.huawei.com/enterprise and select
AR_MiniUSB_driver to download. The mini USB driver supports only Windows XP,
Windows Vista, and Windows 7 operating systems.
e Installing the terminal emulation software on the PC
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(11 NOTE

You can use the self-contained terminal emulation software of the operating system (such
as the PuTTY) on the PC. If no built-in terminal emulation software is available, use the
third-party terminal emulation software. For details, see the software user guide or online
help.

Default Settings

Table 8-2 Default settings for the mini USB port

Parameter Default Setting
Baud rate 9600 bit/s

Flow control None

Parity None

Stop bits 1

Data bits 8

Procedure

Step 1 Start the terminal emulation software on the PC. Create a connection, select the
connected port, and set communication parameters. (This section uses the third-
party software PuTTY as an example.)

1. Click 3 to establish a connection, as shown in Figure 8-4.
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Figure 8-4 Establishing a connection
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2. Set the connected port and communication parameters, as shown in Figure
8-5.

Select the connected port based on actual situations. For example, you can
view port information in Device Manager in the Windows operating system,
and select the connected port.

Communication parameters of the terminal emulation software must be
consistent with the default attribute settings of the console user interface on
the device, which are 9600 bit/s baud rate, 8 data bits, 1 stop bit, no parity
check, and no flow control.

(1 NOTE

By default, no flow control mode is configured on the device. Because RTS/CTS is
selected in the software by default, you need to deselect RTS/CTS; otherwise, you
cannot enter commands.

If you modify the serial port communication parameters on the device, you must make
the same modifications on the PC and then create a connection again.
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Figure 8-5 Setting the connected port and communication parameters
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Step 2 Click Connect. The following information is displayed. Enter the password. The
default username and password are available in AR Router Default Usernames
and Passwords (Enterprise Network or Carrier). If you have not obtained the
access permission of the document, see Help on the website to find out how to
obtain it.

Login authentication

Username:admin

Password:

<Huawei>

Info: The entered password is the same as the default. You are advised to change
it to ensure security.
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(11 NOTE

The password entered in interactive mode is not displayed on the screen.

You are advised to change the password after login and update the password regularly
to ensure security.

If the configuration file contains a plain-text password or the entered password is an
encryption password with low security, the system displays the message "There are
security risks in the configuration file. You are advised to save the configuration
immediately. If you choose to save, the current configuration file will be unavailable
after version downgrade. Are you sure to save now?[y/n]:" when you log in to the
device.

- If you need to save the current configuration, enter y and press Enter.

- If you do not need to save the current configuration, enter n and press Enter. It is
recommended that you enter y.

When you connect to a new or unconfigured device through a console port, the
following information is displayed:

Auto-Config is working. Before configuring the device, stop Auto-Config. If you perform
configurations when Auto-Config is running, the DHCP, routing, DNS, and VTY
configurations will be lost. Do you want to stop Auto-Config? [y/n]:

- To continue Auto-Config, enter n and press Enter.
- To stop Auto-Config, enter y and press Enter.

You can run commands to configure the device. Enter a question mark (?)
whenever you need help.

--—-End

8.4 Basic Configuration on a Device at the First Login
(Console Port or Mini USB Port)

Context

This section describes how to configure the time and date, character set in the
system, device name, management IP address, and the user level and
authentication mode for Telnet users at first login through the console port or
mini USB port.

Procedure

Step 1 Set the time and date on the device.

1.

Run clock timezone time-zone-name { add | minus } offset

The time zone is set.

If you do not specify the time zone name, the system uses Default Zone
Name.

add: adds the specified time zone offset to the Coordinated Universal
Time (UTC). That is, the sum of the default UTC time zone and offset
equals the time zone specified by time-zone-name.

minus: subtracts the specified time zone offset from the UTC. That is, the
remainder obtained by subtracting offset from the default UTC time zone
equals the time zone specified by time-zone-name.
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Run clock datetime HH:-MM:SS YYYY-MM-DD
The current time and date are set.

If the time zone is not set, the time set using this command is considered as
the UTC time. Before setting the current time, you are advised to confirm the
current zone and set the correct time zone offset.

(Optional) Run clock daylight-saving-time ¢/ime-zone-name one-year start-
time start-date end-time end-date offsetclock daylight-saving-time time-
zone-name repeating start-time { { first | second | third | fourth | last }
weekday month | start-datel} end-time { { first | second | third | fourth |
last } weekday month | end-datel } offset [ start-year [ end-year] ]

Or
Daylight saving time (DST) is set.
By default, DST is not configured.

If you configure periodic DST, the combination of the DST start time and end
time can be any of the following: date+date, day of the week+day of the
week, date+day of the week, and day of the week+date. For the configuration
method, see clock daylight-saving-time.

When DST is used, you can run the clock timezone t/ime-zone-name { add |
minus } offset command to set the time zone. The time zone in the output of
the display clock command is, however, the name of the DST time zone.
When DST ends, the system displays the original time zone.

Step 2 (Optional) Configure the character set in the system.
(11 NOTE

You can configure the character set so that the system supports only English input or both
Chinese and English inputs.

Run system-view

The system view is displayed.
Run language character-set character

The character set in the system is configured.

The default character set in the system is ISO8859-1, that is, the system
supports only English input.

Run quit

Exit from the system view.

Step 3 (Optional) Enables the password authentication function for users who enter the
diagnostic view.

1.

Run system-view

The system view is displayed.
Run diagnose verify enable

Enables the password authentication function for users who enter the
diagnostic view.
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By default, password authentication is not required for users who enter the
diagnostic view.

Run quit

Exit from the system view.

Step 4 (Optional) Enables the query response processing function for the NETBIOS name
service and specifies the type and number of the response interface.

1.

Run system-view

The system view is displayed.
Run interface /nterface-type interface-number

The interface view is displayed.
Run ip address ip-address { mask | mask-length }

The management IP address is assigned.
Run dhcp select interface

Enables an interface to use the interface address pool.
Run quit

Return to the interface view.

Run ip address ip-address { mask | mask-length }
Configure the IP under the query response interface.
Run quit

Return to the system view.

Run ip netbios-reply interface

Enables the query response processing function for the NETBIOS name service
and specifies the type and number of the response interface.

Step 5 Set the device name and management IP address.

1.

Run system-view
The system view is displayed.

By default, the query response processing function for the NETBIOS name
service is disabled.

Run sysname host-name
The device name is set.

By default, the device name is Huawei.
Run interface /nterface-type interface-number

The interface view is displayed.

In addition to the management interface on the device, you can also assign
the management IP address to Layer 3 interfaces such as VLANIF interfaces
on the device.

Run ip address ip-address { mask | mask-length }

The management IP address is assigned.
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The management IP address is used to maintain and manage the device.
Configure the IP address and routes based on the network plan to ensure that
the routes between the terminal and device are reachable.

Run quit

Return to the system view.

Step 6 Set the user level and authentication mode for Telnet users.

1.

Run telnet [ ipv6 ] server enable
The Telnet server is enabled.

By default, the Telnet server is disabled.
Run user-interface vty first-ui-number [ last-ui-number ]

The VTY user interface view is displayed.
Run protocol inbound { all | telnet }

The VTY user interface is configured to support the Telnet protocol.

By default, a VTY user interface supports the SSH and Telnet protocol.
Run user privilege level /level

The Telnet user level is set.

By default, users who log in through the VTY user interface can access

commands at level 0.
Run authentication-mode aaa

The authentication mode for Telnet users is set to AAA authentication.

By default, no authentication mode is configured for the VTY user interface.
For the users logging in to the VTY interface, an authentication method must
be configured; otherwise, users cannot log in.

(10 NOTE

The system provides two authentication modes: AAA authentication and password
authentication. AAA authentication requires both the user name and password, which
is more secure than password authentication. This section describes how to configure
AAA authentication. For the configuration method of other authentication modes, see
Configuring an Authentication Mode for a VTY User Interface.

Run aaa

The AAA view is displayed.
Run local-user user-name password irreversible-cipher password

The user name and password for login through Telnet are configured.

The value of password can be a plain-text string of 8 to 128 characters or a
cipher-text string of 68 characters.

A too simple password may cause a potential security risk. To enhance the
security strength, the password entered in plain text must contain at least two
of the following: uppercase letters, lowercase letters, digits, and special
characters, and special characters except the question mark (?). In addition,
the password cannot be the same as the user name or the mirror user name.
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8.

Run local-user user-name service-type telnet

The login mode is set to Telnet.

Step 7 Save the configuration.

After basic configuration is complete, you are advised to save the configuration. If
the configuration is lost, the connection and configuration for the first login must
be performed again.

1.

Run return

Return to the user view.
Run save

The configuration is saved.

The current configuration has been saved in the configuration file. For details,
see 12.3.1 Saving the Configuration File.

--—-End

Verifying the Configuration

Run the display clock command to check the current date and clock setting.

Run the display ip interface brief [ interface-type [ interface-number] ]
command to check brief information about the IP address on the interface.

Run the display user-interface [ ui-type ui-number? | ui-number ]
[ summary ] command to check the physical attributes and configuration of
the user interface.

Run the display local-user command to check the local user list.

8.5 Configuration Examples for Logging In to a Device
for the First Time

8.5.1 Example for Performing Basic Configuration on the
Device at First Login

Networking Requirements

After logging in to the device through the console port, perform basic device
configuration, and set the user level to 15 and authentication mode to AAA for
users 0-4 who perform remote login through Telnet.

Figure 8-6 Networking diagram for configuring the device through the console
port

GE 0/0/0

Ch

PC1 Server PC2
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Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

1. Log in to the device through the console port.
2. Configure the device.

Log in to the device from PC1 through the console port. For details, see Logging
In to a Device for the First Time Through a Console Port.

Configure the device.

# Set the system date, time, and time zone.

<Huawei> clock timezone BJ add 08:00:00
<Huawei> clock datetime 20:10:00 2015-03-26

# Set the device name and IP address of the management interface.

<Huawei> system-view

[Huawei] sysname Server

[Server] interface gigabitethernet 0/0/0
[Server-GigabitEthernet0/0/0] ip address 10.137.217.177 24
[Server-GigabitEthernet0/0/0] quit

# Set the user level and authentication mode for Telnet users.

[Server] telnet server enable

[Server] user-interface vty 0 4

[Server-ui-vty0-4] user privilege level 15

[Server-ui-vty0-4] authentication-mode aaa

[Server-ui-vty0-4] quit

[Server] aaa

[Server-aaa] local-user admin1234 password irreversible-cipher Helloworld@6789
[Server-aaa] local-user admin1234 privilege level 15

[Server-aaa] local-user admin1234 service-type telnet

[Server-aaa] quit

Verify the configuration.

# When completing the configuration, you can log in to the device through Telnet
on PC2.

# Access the command line interface of Windows operating system and log in to
the device through Telnet.

C:\Documents and Settings\Administrator> telnet 10.137.217.177

# Press Enter. On the displayed login page, enter the user name and password. If
the authentication succeeds, the command line interface for the user view is
displayed. (The following information is only for reference.)

Username:admin1234

Password:
<Server>

--—-End

Configuration Files

#
sysname Server
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#

clock timezone BJ add 08:00:00

#

aaa

local-user admin1234 password irreversible-cipher %A%#*~Br";[g6Pv5Zf>$~{hY+N!"{$<[Y{;l02P)B,EBz\1FN!c
+%A%#

local-user admin1234 privilege level 15
local-user admin1234 service-type telnet
#

interface GigabitEthernet0/0/0

ip address 10.137.217.177 255.255.255.0
#

telnet server enable

#

user-interface vty 0 4
authentication-mode aaa

user privilege level 15
#

return
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